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The generation of random numbers is an important requirement in many applications: one of the most important is information security, 
where these sequences are used to encrypt the transmitted information. Here, we present a fully integrated chip which is the building block of 
a quantum random number generator (QRNG) [1]. The chip (see figure 1) is based on a CMOS-compatible technology: both the sources of light 
and detectors are integrated in the same optical chip. The emitter is an array of independent SPADs, whereas the detector is a SPAD with a 

layout similar to the emitter cells. By using this device, we implement the Semi-Device independent protocol presented in [2], where the 
generation of the quantum random numbers is certified by an estimation of the minimum achievable entropy. This is also robust against 
manufacturing tolerances and performance variability of the detectors, increasing the overall quality and security of the generation itself, 

thanks to the self-testing nature of the protocol. The detailed description of the experiment is reported in [3].


The silicon photonic chip [1]
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Figure 1: Structure of the chip. It is composed by 16 emitters, and 2 
detectors.

Figure 2: QRNG protocol.

The protocol is reported in [2].

The detector is treated as 
a black box, and no 
assumption are 
performed over it.

Knowing the overlap , 
the conditional 
probabilities  are 
calculated, and an 
estimation of the  
is given, by the use of 
the protocol.
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A PSRNG fixes the input 
x that is feed to the 
emitter, that emits the 
state  or  based 
on the outcome. The 
two states need to be 
non-orthogonal.
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Experimental results

Figure 4: Example of the acquisition data. Based 
on the protocol reported in [2].

The semi-device independent protocol [2] :

Prepare-and-measure setup. 
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Figure 3: Quantum nature of the 
process. The detector cannot be sure if 

 or  are coming since they are 
not orthogonal.
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Figure 5: Measure of the 
. Measurement used to 

characterize the number 
of photons per pulse.

α

Figure 6: 
Characterization curve.

The  

parameter is measured 

as a function of the 

emitter voltage .
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Figure 7: Minimum 
entropy.

The  parameter is 
measured using the 
algorithm of entropy 
extraction starting from 
conditional probabilities 
and the mean flux over a 
time window.
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@1MHz obtained in [3]Hmin ≃ 0.6 %


